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· 
· Learning Outcomes:




· K2 – Analyse and evaluate WAN security concepts and general methods for 	mitigating common security threats.

· K3 – Differentiate cybersecurity countermeasures to protect network devices, ethical 	issues and laws governing the cybersecurity profession



· S2 – Apply WAN protocols and services used to securely connect remote networks 	and the WAN principles at the basis of the Internet

· S3 – Analyse different types of cybersecurity attacks and design and implement 	basic security measures and policies to secure network devices and systems
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Scenario:

T1 Electro has been very impressed with the network and security engineering work you have completed for them. They now wish to secure the link between their main site and the server farm with a VPN, this type of VPN is known as a site-to-site VPN.

The job you are completing for T1 Electro will consist of two interrelated tasks.

Task 1 – 1000 to 1400 words

You are required to write a report for T1 Electro’s Chief Information Officer, the report should contain the following sections:

· Explain in your own words what a VPN is and in general terms how they work.

· Research the various VPN technologies that could be used to secure a site-to-site connection. Compare and contrast these VPN technologies looking at speed, ease of configuration and security. Hint: PPTP, L2TP and IPSec are the main types to focus on.

· VPN’s make use of symmetric and asymmetric encryption for critical phases of their operation. Explain using clear, concise and technically accurate descriptions the difference between symmetric and asymmetric encryption. Explain which phase of the VPN establishment uses symmetric encryption and which phase use asymmetric encryption and crucially why VPN’s operate this way. Ensure that you provide an example of each form of encryption, these should be the same as the encryption algorithms you used in your Site-to-Site VPN in task 2.

Task 2

Implement an IPSec Site-to-Site VPN between the main site edge router and the server farm edge router. Company policy dictates that this network requirement should be designed, implemented and tested in an advanced network simulation application before it is rolled out on the live network. You should use the prototype you configured in assignment 1 of WAN Protocols and Cybersecurity as the starting point for the new prototype.

Make use of Cisco Packet Tracer, in order to demonstrate how the new network structure will work. A physical topology of the network has been provided below. The additional IP addressing for the Site-to-Site VPN is completely your responsibility.

Add a section to your report that uses commented screenshots to describe the configuration and testing of the Site-to-Site VPN. - 400 to 600 words.

Requirements:

· You will need to configure the network according to the proposed design. The network will be tested using functionality testing. Your tutor will ping and trace across various paths, they will also use Cisco show commands to verify the correct operation of the Site-to-Site VPN. Again, this will require good research skills and some experimentation using Packet Tracer to configure successfully.


For reporting on router configuration, just copying and pasting some commands is not enough. The syntax of the commands can change from one platform to another and from one manufacturer to another, it is the process that needs to be explained. You will be using Cisco router commands to explain configuration steps that can otherwise be done on any other types of routers but just with different syntax. As you will need to do some research on Site-to-Site VPN’s, you need to use Harvard referencing to cite your sources.





· Submission requirements – on StudyNet before the deadline shown on the front cover. You will submit two files – the final Packet Tracer simulator file for your prototype and a report.



Marking scheme for Assignment 2: 

	  Assignment 2 Checklist 
	Percentage awarded

	
The Site-to-Site VPN is fully functional. This should be tested by pinging across the VPN from the main site to the server farm and vice versa and appropriate show commands on the VPN endpoints routers.

	40%

	
Technical explanations are given throughout the report about the configuration of the network, which show a very good understanding of VPN technologies, symmetric and asymmetric encryption, phases of VPN establishment and the configuration and testing of an IPSec Site-to-Site VPN.

	40%

	
The report is well-structured and shows very good report writing skills
	15%

	
Harvard referencing is properly used and all sources are cited in the text and reference page
	5%

	TOTAL
	100%





Regulations governing assessment offences including Plagiarism and Collusion are available from: http://sitem.herts.ac.uk/secreg/upr/pdf/AS14-Apx3-Assessment%20Offences-v06.0.pdf




	Numeric Grade
	
	Descriptor
(class. band)
	· Undergraduate Generic Grading Criteria

	
	
	
	Communication:
Presenting work, use of appropriate structures, methods, language, grammar and source materials, Harvard referencing

	Demonstration of Knowledge: 
Provide solutions that show knowledge of initial problems / 
Configuration of default routes or route re-distribution

	Application of Technology / Demonstration of Practical Skills:
Router configuration, use of applications, applying technology to problems

	Ideas/Concept Development
Initial implementation of given designs,               
Design and Implementation of IP addressing scheme

	Analysis, Critical Evaluation and/or Reflection (with derivation of solution):
Demonstration of evaluation, testing and reflection.


	80-100

	
	Outstanding
(1st class)
	Outstanding presentation and clarity. No significant grammatical / spelling or structural errors.  Ideas presented with exceptional clarity. Outstanding standard of referencing in text and highly accurate
	Outstanding breadth and depth demonstrated. Outstanding integration of literature and/or theory into work.
Outstanding exploration and demonstration of topic showing in depth knowledge and understanding
	Outstanding use of appropriate technology as applied to the problem domain.  Occasionally stepping beyond expectations using sophisticated solutions.  Consistently accurate and outstanding application of skills and techniques demonstrated
	Solutions are novel & fully reframe task within context.   Profound depth of engagement and incisive ideas development. Planning is meticulous; decision making is perceptive. Methodologies are used in an outstanding manner
	Outstanding level of analysis, critical evaluation and/or reflection with outstanding application to derived solutions (where required).
Highly developed / focused work.  Original and well informed personal response

	70-79

	
	Excellent
(1st class)
	Excellent structure. Fluent writing style with very few errors. Very minor grammatical / spelling or structural errors.  Ideas presented with excellent clarity. Excellent standard of referencing in text, and highly accurate
	Excellent breadth & depth demonstrated.  Excellent integration of literature and/or theory into work.
Excellent level of knowledge and understanding demonstrated. Covers all relevant points and issues.
	Excellent use of appropriate technology as applied to the problem domain. Excellent and highly accurate application of skills and techniques demonstrated. Minor errors in technique and/or application with little or no impact on deliverables.
	Solutions are innovative and partially reframe the task within its context. Considerable depth of engagement and successful ideas development clearly documented. Detailed planning and clear rationale for decisions.  Methodologies are used in an excellent manner  
	Excellent level of   analysis, critical evaluation and/or reflection of issues with excellent application to derived solutions (where required).  Well-developed personal response

	60-69

	
	Very good
(Upper 2nd class)
	Very good clear structure. Articulate, fluent writing style and structure. Very few grammatical errors, spelling mistakes or structural issues. Ideas presented with clarity. Very good standard referencing in text, with very accurate use with minor errors

	Very good breadth & depth demonstrated appropriate to topic.
Literature and/or theory integrated very well.
Very good level of knowledge and understanding demonstrated.
	Very good use of appropriate technology as applied to the problem domain. High level and very accurate application of skills and techniques understanding demonstrated. Small errors in technique and/or application with little impact on deliverables
	Solutions relate directly to task and may step beyond conventions
Strong engagement with subject material and processes, evaluation of alternatives, solutions come from process. Strong use of methodologies to derive solutions
	Very good level of, analysis, critical evaluation and/or reflection but not consistently taken to full extent with very good application to derived solutions (where required). Partial personal response tends towards descriptive

	50-59
	
	Good
(Lower 2nd class)
	Good structure. Writing is mainly clear but some spelling and / or grammatical errors with some structural issues.  Ideas presented with some issues in clarity Very good standard referencing in text, with very accurate use with some errors
	Good use of literature/theory. Depth appropriate to topic BUT moderate breadth or vice versa. Literature and/or theory integrated into work.
Good grasp of the topic and some of its implications. Knowledge and understanding is demonstrated. Minor errors / omissions.
	Good use of appropriate technology as applied to the problem domain. Good and reasonably accurate application of skills and techniques demonstrated. Some errors in technique and/or application with minor impact on deliverables 
	Solutions are appropriate to task, work well within conventions. Good use of subject material and planning processes, range of alternatives put forward and evaluated
Experimentation to support implementation within conventions Good use of methodologies to derive solutions
	Good level of analysis and/or reflection but critical evaluation could be expanded on further.  Good application to derived solutions (where required).  Primarily descriptive personal response, sometimes restricted to immediate concerns

	40-49
	
	Satisfactory
(3rd class)
	Satisfactory structure. Not always written clearly and has grammatical and / or spelling errors.  Ideas not always clearly presented. Satisfactory standard referencing in text, relatively accurate but showing errors

	Satisfactory use of literature and/or theory demonstrated but limited in breadth OR depth.  Uncritical and quoted without comment. Satisfactory content / level of knowledge of the topic.  Addresses part of the question. Some errors / omissions.
	Satisfactory use of appropriate technology as applied to the problem domain.  Satisfactory application of skills and techniques demonstrated but with minor inaccuracies. Errors in technique and/or application with some impact on deliverables
	Solutions limited to task and address conventions.  Solutions found or adopted
Some planning but completion is rushed. Some experiments but limited alternatives.  Methodologies are applied to derive solutions but steps are missed.
	Satisfactory level of analysis and/or reflection but limited evidence of critical evaluation. Satisfactory application to derived solutions (where required).  Descriptive personal response mainly restricted to immediate concerns

	30-39
	
	Marginal fail
(Fail)
	Poor structure.  Has many spelling and /or grammatical errors.  Poor presentation of ideas. Limited referencing in text, reference use shows inaccuracy and/or many errors
	Limited in breadth and depth demonstrated. Literature and/or used/quoted without comment.  Limited content / knowledge. Limited or muddled understanding of the topic/question.

	Limited use of appropriate technology as applied to the problem domain.  Limited application of skills and techniques demonstrated. Many errors in technique and/or application with high impact on deliverables.
	Solutions reframe task inappropriately and do not address conventions. Basic use of strategies, few alternatives, limited evaluation with limited experimentation.  Limited use of methodologies to derive solutions. 
	Limited evidence of analysis, critical evaluation and/or reflection. Limited application to derived solutions (where required).Too descriptive in parts. Limited personal response.

	20-29
	
	Clear fail
(Fail)
	Lacking Structure –argument difficult to follow.  Poorly written and/or poor spelling and grammar.  Few clear ideas presented.  Lacking referencing within text with a high level of inaccuracy.
	Lacking in breadth and depth. Some literature and/or theory irrelevant to topic area. Lacking knowledge Content irrelevant / inaccurate. 
Does not address the question and therefore does not meet the learning outcomes.
	Very little use of appropriate technology as applied to the problem domain.  Very little skill and application of techniques demonstrated.  High number of errors with very high impact on deliverables.
	Lacking in appropriate solutions with very limited use of strategies, no evaluation and little evidence of ideas development. Little use of methodologies
	Lacking in its level of analysis / critical evaluation and/or reflection. Minimal application to derived solutions (where required)
Mainly descriptive, lacking in personal response.

	0-19
	
	Nothing of merit
(Fail)
	No discernable structure. Very difficult to follow. Many grammatical errors. Many spelling mistakes.  No presentation of ideas. Unsatisfactory referencing within text. Reference list does not match references in text.
References list has incorrect citations and/or is not the recommended format.  No reference list included.
	No / unsatisfactory evidence of literature and/or theory being referred to. Much of the literature and/or theory used irrelevant to topic area
No / unsatisfactory level of knowledge demonstrated.
Content not appropriate to the topic.

	No use of appropriate technology as applied to the problem domain. No skill and application of technique demonstrated.  Very high number of errors in deliverable or no deliverable submitted.
	No or completely inappropriate solution.  No use of strategies, no planning and no experimentation. No application of methodology
	Unsatisfactory level of analysis / critical evaluation and or reflection. No application to derived solutions (where required)
Wholly descriptive.  No personal response.








Regulations governing assessment offences including Plagiarism and Collusion are available from: http://sitem.herts.ac.uk/secreg/upr/pdf/AS14-Apx3-Assessment%20Offences-v06.0.pdf
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